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INTELLECTUAL PROPERTY LAW TO PROTECT ARTIFICIAL INTELLIGENCE SYSTEMS AGAINST
ADVERSARIAL ATTACKS IN LIGHT OF THE PURPOSES OF INTELLECTUAL PROPERTY LAW!

The paper analyzes whether the application of intellectual property law as a countermeasure against adversarial
attacks on the artificial intelligence systems is consistent with the purposes of the intellectual property law.

In view of rapid development of artificial intelligence and growing number of domains in which artificial
intelligence systems are applied, the adversarial attacks on such systems can potentially cause very harmful effects.
Thus, there is a need to identify and develop countermeasures against adversarial attacks, in particular with the help
of law. The issue of the possible legal measures that can be applied to counter adversarial attacks has to be considered
first of all in the light of the purposes of the law. This paper is dedicated to an overview of the purposes and theories
of justification of intellectual property law, in particular, copyright and patent law, which are further considered in
the context of artificial intelligence and adversarial attacks. Although the theoretical foundations underlying the
intellectual property system is a subject matter of debates, the purpose of incentivizing creativity and innovation could
be considered as the primary purpose of intellectual property law.

The author concludes that the application of intellectual property law to protect Al systems against adversarial
attacks and further integration of artificial intelligence into the intellectual property law system may be conducive to
achieving the purposes of this system and implementing transparency. At the same time, modern intellectual property
law should be adapted to the present-day realities, including the development of artificial intelligence.

This paper can serve as a basis for further research into the possibilities and expediency of the application of
intellectual property law to protect artificial intelligence systems and to counter adversarial attacks on artificial
intelligence.
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Bozamuyx J]. I1. IPABO IHTEJEKTYAJBHOI BJACHOCTI JJSI 3AXHUCTY CHCTEM IITYYHOI'O
THTEJERTY BIJ «3MATAJIbHUX ATAK» (ADVERSARIAL ATTACKS) ¥ CBITJI IIJEA ITPABA
IHTEJEKTY AJIbHOI BJIACHOCTI

¥ crarTi mpoaHasnizoBaHO, UM BifTIOBifa€ 3aCTOCYBAHHS MpaBa iHTENEKTYaJbHOI BJIACHOCTI IJIA IPOTUMAIl «3Maraib-
HuM aTakaMm» (adversarial attacks) Ha cucTeMu MITYYHOTO iHTENEKTY IiJIAM CHCTEMH MIPABa iHTEIEKTYaIbHOI BIACHOCTI.

3BayKarouy Ha CTPIMKHUI POSBUTOK IITYUYHOTO iHTEJIEKTY Ta 3POCTAIOUY KiMbKiCTh HATIPAMKIB, B AKMX 3aCTOCOBYIOTHCSA
CHCTEeMH IIITYYHOrO IHTeNIEKTY, «3MaraibHi araku» (adversarial attacks) Ha Taki cucTeMu IOTEHITIHHO MOMKYTb CIIPUUMHY-
TH Ay:Ke MKixauei Hacaigku. TakuM YMHOM, BUHUKAE TOTpeda ¥ BUBHAUEHH] Ta POSBUTKY 3aXO0/iB IPOTHUIil «3MaraJbHUM
ataxam» (adversarial attacks), sokpema, 3a gomomorowo mpaBa. IIuTaHHS PO MOMKJIMBI MEXaHI3MM IIPABOBOTO 3aXUCTY,
K1 MOKYTh OyTH 3aCTOCOBAHI I IPOTHUIl «3MaranbuuM aTakaMm» (adversarial attacks), cin posrasagaru, mepir 3a Bee,
y cBiTJIi mise#t mpaga. I{g craTTa mpucBsaUeHa OTJIARY Iijed i Teopiit 11070 00T PYHTYBaHHS IIpaBa iHTeJIeKTyalbHOI BJaCHO-
CTi, 30KpeMa, aBTOPCHKOT0 IIPaBa i IaTEHTHOT'O IIPaBa, AKi B IOAAIBIIIOMY POSTJIALAIOTHECA B KOHTEKCTI IIITYYHOTO iIHTEJIEKTY
i «3mMaraipHMX aTak» (adversarial attacks). Xoua Teoperrune miArpyHTS CHCTEMY IHTEIEKTYAJBHOI BJACHOCTI € IPeAMETOM
ne0aTiB, OCHOBHOIO IT1JLIIO IIPaBa iHTeIeKTya bHOI BIACHOCTI MOJKHA BBAYKATH CTUMYJIIOBAHHS TBOPUOCTi Ta iHHOBAIIii.

ABTOp POOUTHL BUCHOBOK, III0 3aCTOCYBAHHA IIPaBa iHTENEKTYalbHOI BJIACHOCTI AJIA 3aXUCTY CUCTEM IITYUHOTO iHTe-
JIEKTY Bij «3marajbpHux arak» (adversarial attacks) Ta mogaisima imTerpaifis IITy4HOro iHTEIEKTY B CHCTEMY IIpaBa
iHTEeJIeKTYaIbHOI BJIACHOCTI MOKe CIIPUATH JOCATHEHHIO I[iJIel Iiel cucTeMu Ta BIPOBaAKeHHIO Ipo3opocTi. BogHouac,
cyuacHe TPaBO iHTeJEKTYaJbHOI BTaCHOCTI Mae 6yTH afanToBaHe 0 peasiit CboToIeHHS, B TOMY YKCJIi 0 PO3BUTKY IITYY-
HOTO iHTeJIeKTY.

I1a craTTa MOXKe CIYTyBaTH OCHOBOIO JJIA MOAAJIBIINX AOCTiKEHb I0L0 MOKJINBOCTEH Ta JOMiIMILHOCTI 3aCTOCYBaH-
H [IpaBa iHTeIeKTyaIbHOI BIACHOCTI IJIs mpoTuAil «3MaranbHuM atakam» (adversarial attacks) ma cucremu mryunoro
iHTEIeKTY.

Kawuosi crosa: adversarial attacks, mryunuii inTeseKT, mpaBo iHTeIeKTyaIbHOI BIaCHOCTI, ITiJIi IpaBa.
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of Basel. This paper represents the views of the author only.
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Introduction. Taking into consideration the rap-
id development, growing impact, and widespread
use of the artificial intelligence systems (AI sys-
tems), the study of adversarial attacks on Al systems
requires substantial scientific attention. Adversar-
ial attacks on AI have been the subject of research
by scholars in the field of technology, including
Raphaél Dang-Nhu, Mahmood Sharif, Ian J. Good-
fellow, and others. At the same time, the legal study
of adversarial attacks on Al systems is very limit-
ed, and the topic has been studied by very few legal
scholars, in particular by Alfred Friih and Dario
Haux. Despite many legal questions and huge legal
problems caused by adversarial attacks on Al, many
problems in this area remain without comprehensive
answers and complex solutions. The foundations and
justification of intellectual property (IP) law, patent
law, copyright law have been studied by many schol-
ars and experts in the field of IP: Fritz Machlup,
Lionel Bently, Brad Sherman, Dominique Guellec,
Henrik Timmann, Maximilian Haedicke, Jennifer
Davis, and many others. Scholars Reto M. Hilty,
Jorg Hoffman, and Stefan Scheuerer have devoted
their research, in particular, to the issue of IP jus-
tification for artificial intelligence. This paper is
intended to be an introductory work which shall help
to find out whether application of IP law as one of
the tools for protection of Al systems against adver-
sarial attacks aligns with the purposes of IP law
and, therefore, whether further research on possi-
ble means of IP law for the protection of Al systems
could be helpful for building an effective system of
legal protection against adversarial attacks.

Main body. AI system can be defined as
“a machine-based system designed to operate with
varying levels of autonomy and that may exhibit
adaptiveness after deployment and that, for explic-
it or implicit objectives, infers, from the input it
receives, how to generate outputs such as predic-
tions, content, recommendations, or decisions that
can influence physical or virtual environments” [1].
Adversarial attacks on Al systems use the perturba-
tions to the input data [2, p. 1] to misdirect the Al
systems and to lead to incorrect outputs such as mis-
classifications or false predictions [3, p. 1, 4].

An example of adversarial attacks is the imple-
mentation of so-called “smart silencers” to prevent
the identification of the class and caliber of a gun
which fired a shot [4, p. 41].

By adding perturbations to the input data, an
attacker can cause a target AI model to produce com-
pletely wrong outputs [5, p. 2]. Adversarial attacks
are not limited to AI systems that work with clas-
sification and can also target other Al systems and
cause them, for example, to make wrong predictions
[6, p. 4, 6, 8].

Adversarial attacks can potentially cause harm-
ful effects in various domains in which Al systems

are applied. Therefore, there is an urgent need to
identify countermeasures that can prevent or rem-
edy such attacks.

Computer science has proposed several measures
to counter adversarial attacks on a technical level
[3, p. 13-16] and new research is constantly being
published in this field.

However, the issue of countering adversari-
al attacks with the help of law requires a complex
study, first of all, in view of the purposes of law as a
system of regulation of social relations.

The issues which arise within the IP system
should be solved, depending on the purposes this
system is supposed to serve [7, p. 7]. We therefore
need to consider whether mobilizing IP protection
against adversarial attacks can be aligned with the
purposes of IP law [3, p. 18]. This requires a closer
look at such purposes and theories of justification,
particularly for copyright and patent law, which will
be covered by the scope of this paper.

There are different theories of justification of
copyright and the restrictions imposed by it. These
theories base, in particular, on the following argu-
ments: (1) natural rights arguments, according to
which copyright is a property right granted because
the respective intellectual productions emanate
from the mind of the authors, reflect individuality of
their creators or constitute the products of the intel-
lectual labour [8, p. 35, 36]; in this view, the author
possesses a natural right to ownership of the results
of the labour [9, p. 23]; (2) reward arguments, per-
ceiving copyright as a fair reward and gratitude to
an author for the effort in creating a work and shar-
ing it with the public [8, p. 36, 37]; this reward may
be proportional to the public’s appreciation of the
work, as the more copies of the work are purchased /
listened, etc., the greater is the financial benefits
of the copyright owner [8, p. 36, 37]; (3) incentive
theories, arguing that copyright is an incentive for
the creation and dissemination of works [8, p. 37]; it
is said that, without copyright protection and prof-
it therefrom, authors will be deprived of econom-
ic incentive to create and disseminate their works
[9, p. 23]; (4) neo-classical economics arguments,
which consider copyright as a promotor of optimal
use of intellectual resources and means of preven-
tion of over-exploitation [8, p. 38]. There are also
many other justification theories and points of view
on copyright.

All the theories of justification for copyright
may be challenged [9, p. 23]. At that, the above-men-
tioned arguments can complement each other. The
InfoSoc Directive proposes rather broad perception
of the purpose of copyright, combining different
approaches: “A rigorous, effective system for the
protection of copyright and related rights is one of
the main ways of ensuring that European cultur-
al creativity and production receive the necessary



32

Juris Europensis Scientia

resources and of safeguarding the independence
and dignity of artistic creators and performers”
[10]. Stimulating creativity can be seen as a primary
purpose of copyright from the perspective of social
value and public interest. Other goals of copyright
(such as rewarding or recognizing) may be founded
on this primary purpose.

The theories of justification of patent law are
similar to those regarding copyright. There are two
basic approaches to justification of patent system —
thenatural rights and utilitarian theories[11, p. 46].

The “natural-law” thesis assumes that person has
the natural property rights in his own ideas, which
rights should be recognized and protected, in par-
ticular, from the unauthorized use[7, p. 21]. Accord-
ing to the natural rights approach, the inventor,
like any other worker, has a natural property right
to the results of his or her labour [11, p. 46]. The
“reward-by-monopoly” thesis, which also belongs to
the natural rights approach, assumes that a person
should receive reward for his services in proportion
to their usefulness for the society [7, p. 21]. Accord-
ing to this approach, a patent can be considered a
reward, which has been deserved by the inventor,
rather than an incentive that serves to public inter-
est[11, p. 47].

The economic approach to justification of the
patent system is utilitarian: it sees patents as a pol-
icy instrument that functions in the interests of the
society [12, p. 3] and that is connected with certain
aims and circumstances [11, p. 49]. Pursuant to
the “exchange-for-secrets” thesis [7, p. 21], which
is one of the variations of the utilitarian argument,
patent constitutes a contract between the inventor
and society, by which society grants transitory
monopoly to the inventor in exchange for patent
disclosure [11, p. 50]. Thus, patents incentivize
the disclosure of the knowledge by inventors to
the benefit of society [11, p. 74] and “for the use of
future generations” [7, p. 21]. However, disclosure
comes after the invention is made, so having the
invention made is the primary public interest and
disclosure comes second [11, p. 51]. In view of this,
patents can be seen as a promise of society to grant
investors some exclusive right if they come with an
invention, as a very special type of “contract” pro-
viding incentives to invent [11, p. 51]. According
to the “monopoly-profit-incentive” thesis, inven-
tions will not be obtained in sufficient measure if
inventors and investors do not have profits con-
nected with the competitive exploitation of techni-
cal knowledge [7, p. 21]. The thesis that the patent
system produces effective incentives for inventing
and stimulates technological progress is often con-
sidered as the fundamental economic justification
for patents [7, p. 33]. Fostering innovation and
growth [12, p. 3], encouraging the diffusion of
technology by the economic mechanisms may be

regarded as a general purpose of the patent system
[12, p. 3; 13, p. 42]. Patent law aims for spurring
innovation so as to promote technical progress
by rewarding inventors with an exclusive market
position through patent rights for a limited num-
ber of years [14, p. 5]. At the same time, patents
incentivize sharing technical knowledge with the
public instead of keeping it secret [14, p. 5]. In
turn, patent disclosure facilitates follow up inven-
tions and the invention of substitutes to the initial
invention [11, p. 75].

The above-mentioned theories of justification
of IP rights are only a few of many, and the debates
over the paradigms underlying the IP system are
indeed broad and controversial. In general, it is
agreed that the purpose of the IP system as a whole
is promoting innovation and creativity [15, p. 214].
Thus, according to the economic argument, the
IP rights anticipate incentives for creation of new
intellectual capital, without which incentives the
respective subjects will not invest resources in cre-
ation of such intellectual capital [9, p. 5]. According
to the rights-based approach, that rest on the ideas
of the eighteenth-century philosopher John Locke,
and according to the so called “labour” justification,
the IP rights incentivize placing the creations before
the public and, therefore, engender new ideas and
further creativity [9, p. 6, 7]. At the same time, the
assumption that the IP rights a priori provide incen-
tives for innovation and creativity should be consid-
ered as false [16, p. 50]. In order to properly fulfill
the functions and purposes of the IP rights, IP law
must be adapted to the present reality, especially
to the rise of Al technologies, that in turn affects
the theories of justification of IP system, which are
anthropocentric in their essence.

Thus, on the one hand, AI may cause a decrease
in human effort to generate intangible goods, on the
other hand, AI impacts market conditions and the
level of human involvement in the creation and inno-
vation process [16, p. 50-51, 53, 55].

Taken into account that strengthening IP protec-
tion of Al systems against adversarial attacks will
be favorable for labor and financial investments in
these systems and, thus, will encourage their fur-
ther progress, mobilizing IP law as a countermeas-
ure against adversarial attacks is generally consist-
ent with the purpose of incentivizing creativity and
innovation as the primary purpose of the IP law.
However, this issue can also be viewed from a dif-
ferent angle: if the IP protection indeed has incen-
tivizing effect on developments of Al, such fostered
Al may leave people in disadvantageous competitive
situation and, thus, pose a threat to human progress
as a general purpose [16, p. 57; 17, p. 2053, 2106].
There is also another aspect to pay attention in this
context: the self-regulatory sharing schemes of
“Open Source” movement, etc., are in fact playing
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a crucial role in incentivizing AI innovations now
and, at the same time, call into question IP law jus-
tification in realm of AI[16, p. 63, 64]. Moreover,
modern technical measures, which keep constantly
improving, can provide for protection for AI sys-
tems against adversarial attacks and currently play
a major role for their security.

Thus, the above issue of interrelation between
the IP law protection and Al systems is complicated
indeed and requires a reference to the foundations to
find out the proper legal response. The best options
for the legal regulation in respect of AI should be
determined by the legislators and policymakers in
accordance with fundamental legal principles, in
particular the rule of law [18]. As proceeds from
the Report on intellectual property rights for the
development of artificial intelligence technologies
(Report A9-0176/2020), the European Parliament
sees a need to strengthen IP protection for AI[19].
In this report the European Parliament “stresses the
need for the Commission to aim to provide balanced
and innovation-driven protection of intellectual
property, for the benefit of European AI develop-
ers, to strengthen the international competitiveness
of European companies, including against possible
abusive litigation tactics, and to ensure maximum
legal certainty for users, notably in international
negotiations, in particular as regards the ongoing
discussions on Al and data revolution under the aus-
pices of WIPO” [19].

The well-established and international nature
of the IP system serves as an argument to use this
system for promotion of knowledge sharing of Al
technologies [15, p. 222]. In particular, the bene-
fits of patent protection, together with the legal
requirements on sufficient patent disclosure could
be an additional incentive for innovators to invest
in so-called “explainable” and transparent Al
[20, p. 217]. The need for transparency in Al, creat-
ing Al models that are able to explain themselves, or
to make decisions that can be explained to people is
based on the social and ethical reasons [21, p. 297].
Thus, IP protection of Al systems can be beneficial
for the implementation of transparency as a legal
value in this field. At the same time, wider knowl-
edge and information sharing regarding Al within
the IP system should also include the mechanisms of
IP protection of AI against the potential infringe-
ments such as the adversarial attacks, as well as the
IP means of decreasing the vulnerability of Al. In
such a combination, the integration of AI in the IP
system could be effective and socially beneficial.

Conclusion. The application of IP law to protect
Al systems against adversarial attacks, and the fur-
ther integration of AI into the IP system, may be
conducive to achieving the purposes of IP law and
implementing transparency under the fundamental
principles of law.
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